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ABSTRACT 

The management of a network is a difficult task regardless of the equipment 

that is part of the network. However, it is more difficult to manage networks 

when using devices and equipment from different manufacturers. Due to the 

use of a several devices on a network, the procedure of detecting an anomaly 

issues is usually more challenging because the circuits in the network have 

different single consoles under which they function. In this research, we 

propose an automated diagnosis system for networks using Wireless Fidelity 

(WiFi). The system depends solely on collection of packet traces upon reporting 

of a problem, and focuses on identifying faults and mis-configurations. The 

system starts by collecting a TCP packet trace of a known stream of data 

between the client device and the Internet Service Provider (ISP) router. This 

model yielded a better through put and detects all types of network faults 

identified in this research. The result from the model testing gave a 

performance score of 85% which is higher than the other techniques it was 

compared to. This research will be beneficial to network administrators, 

everyone that uses a network, researchers and students in the field of 

networking and network designers. 

Keywords: Network, diagnosis, WiFi, Attenuation, Wireless network, TCP, 

packet tracing. 
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Introduction 

Networks allow for information to sharing between devices that are connected 

together. Files, applications, printers and software are some of the resources that are also 

shared via the network platform [1]. The network basically comprises of the devices e.g. 

computers and the connectors such as hubs, routers, switch etc. that connect devices in 

the network. Networks can be either wired or wireless [2]. Either of these categories can 

be used to connect devices to the internet and to share information. They are several types 

of networks and they are classified based on size, topology and methods of connections. 

However, the Wireless Fidelity (WiFi) will be focused on in this study. 
The Wireless Fidelity (WiFi) is a wireless network that is used to connect devices 

such as laptops, PCs, mobile phones etc to the internet at high speed without the use of a 

physical cable [3]. Radio signals are used to enable the connection to the internet. The WiFi 

can be used to facilitate automated diagnosis and troubleshooting of network problems 

especially short range networks where the connection is at high speed. Due to the increase in 

sophistication in the topology of the networks which are designed in recent times, it has 

become increasingly difficult to detect the exact fault in networks, especially in wireless 

networks. The WiFi is a handy tool that can be used to automate the process of network fault 

diagnosis irrespective of the level of sophistication of the network. 
 

Statement of the problem 

This study addresses some of the problems encountered in networks especially in 

the wireless network configuration. Some of these problems include Attenuation, 

reachability, Noisy network, link failure, Security policy violation, MAC buffer problems 

etc. these faults slow down the network performance and lead to low throughput of the 

network. Most times connectivity is completely lost due to the faults in the network. The 

WiFi however, will be used to implement an automated model that will diagnose these 

faults in the network. 
 

Aim and Objectives 

The aim of this study is to propose an automated diagnosis of networks using 

Wireless Fidelity. The specific objectives are: 

i. To  extensively explore the network topology for better understanding of the 

functionalities and its applications. 

ii. To propose an automated diagnosis of network faults using Wireless Fidelity. 

iii. To compare various network diagnosis models with our model, and evaluate 

the performance. 
 

Significance of the Study 

Networks have become a very important aspect of the lives of most people around 

the world. Most business thrives online and therefore need steady connection to the 

internet to carry out their businesses. These people will suffer a great loss if any point 

they lose connectivity due to faulty networks that are difficult to diagnose. Therefore this 

study will be beneficial to network administrators, everyone that uses a network, 

researchers and students in the field of networking and network designers. 
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Networks: A Review 

A network can be defined as the connection of various devices together for the 

goal of sharing information and resources [1]. The benefit of networking can be clearly 

seen in terms of security, efficiency, manageability and cost effectiveness as it allows 

association between users in a broad range. Fundamentally, network is made up of 

hardware component which include the computer, hubs, switches, routers and other 

devices which make up the network infrastructure. These components play a significant 

function in transferring data from one point to another using different medium such as 

radio waves and wires [1].    

 

Classifications of Networks 

Networks are classified basically based on their sizes, and these include the 

Personal Area Network (PAN), Local Area Network (LAN), Virtual Private Network 

(VPN), Metropolitan Area Network (MAN) and Wide Area Network (WAN). 
 

a. Personal Area Network (PAN) 

PAN is a kind of network used to connect devices and computers inside a 

relatively small place to other networks. For example computer can be connected to other 

devices like printer, fax, and telephones with personal computer where usually those 

kinds of communications can be wire, but most of new PAN communication depends on 

wireless ability by using Bluetooth or infrared. Which enable communication with 

limited range, and enable user move fixable around the range. But on the other hand, data 

transfer is insecure over devices where electromagnetic waves transfer over public media 

[4] [5]. 
 

b. LAN 

Local Area Network (LAN) applied in limited geographical area like universities 

and laboratory, home, and schools. Ethernet usually used to communicate between 

devices in LAN, where it is easier to create a network by using phone cables and other 

power lines. Other advantages of this kind of networks are creating some group of these 

devices by creating some subnet networks. Usually LAN networks can be transfer data 

between devices by using other communication devices which is called switching system 

or called switch system, (switch, hub) where switch contain three layers only [6] [7]. 
 

c. VPN     

VPN represents one category of networks that can employ some networks to 

connect with other computers where X.25 developed for commercial services and 

produced TCP/IP networks [6]. Nowadays, computer networks developed in different 

categories and in other classes from LAN networks and other for WAN networks. 

Moreover direction of development for software where new protocols design for transfer 

data between devices in additions other classes for peripherals devices that support 

network system [8][9]. 
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d. MAN 
This network represents the middle geographical extend between LAN and WAN. 

MAN could be used to connect as large as a city or a large area. MAN is large than LAN and 

small than WAN. Also large university used this kind of network to communicate between 

labs and offices. Usually MAN did not belong to single organization but sometimes to more 

than one. Which represent high speed network can be used where it can use same ability of 

LAN and less size than WAN. One of the famous examples of MAN is Distributed Queue 

Dual Bus (DQDB), which is defined by Electrical and Electronics Engineers IEEE 802.6 

[10]. 
 

e. WAN 
This is a connection between devices in the world where information can be 

transferred from any device in any country to other device in any other side of the world. It 

applies in a large scale geographically. Where usually governments used this network to 

communicate between its institutions, more over global businesses can employ this kind of 

communication to support connection between company parts, and also marketing for its 

stuff [11]. 
 

Networks can also be classified based on the topology. This describes the way 

which the devices are connected in the network. Based on topology, the classifications is 

star topology, ring topology, point-point connection, hierarchical, BUS, Fully connected 

network, hybrid topology. 
 

a. Point to Point Connection: this is the simplest kind of communication between two 

devices. Both devices are connected directly to one computer without any branches of 

connections. The main disadvantage of this method is connection will fail if a wire is 

disconnected and this will disable the connection between other [12]. 
 

 
Fig. 1 Point to Point Connection (Source: [2]) 

 

b. Bus Connection: Here, only one cable is used to connect more than two devices 

using a single link. Usually each device has ability to send and receive data over 

that bus and this reduces cost of connection. On other hand, if two devices decide 

to send data at same time then data will be lost due to collision. At the end of bus 

there is a terminator which is used to absorb the remaining data. On other hand if 

collision occurs, each device will wait a random amount of time then resend data 

again. So new technology used to reduce the problem of collision is by using 

sensor, where each device has a sensor at the end of lower level [13]. 



 

108 
www.rikjournals.com 

 

An Automated Diagnosis of Networks using Wireless Fidelity (Wi-Fi) 

 

 
Fig. 2 Bus Connection (Source: [2]) 
 

c. Star Topology: in this network a switch is used to organize connection between 

devices where information is first sent from sender to the switch and then from the 

switch to receiver, and any connection must follow this process. So if any problem 

occurs in any node, the network will still function normally. Moreover if a hub or 

switch wants to send data only, it can broadcast information over that network. On 

the other hand, if a hub stops working the whole network will be shut down. 

However, the star network has a better performance than the BUS topology [13]. 
 

d. Hierarchical Topology: this is also called tree network topology. Information is sent 

from an upper level to a lower level. Each node has three component two sons and 

one parent. If data send from top to down, then each root node decides which son can 

receive data .The main advantage of this network is the ability to divide and still keep 

working [14]. 
 

e. Fully Connected Network: this is a kind of network where a node is connected to all 

nodes around it, the number of connected node is given by n(n-1)/2 where n is 

number of  nodes. The main advantage of this network is that there is no collision 

between nodes [15]. 
 

f. Ring Topology: nodes connected like a ring between one other and each node has 

same ability like next one to send packet over network.  If any node want to send data 

over network it will wait until he receive token packet after that it will catch token 

packet and keep it, then start streaming its data over network until its finish and data 

will take around when it receive last packet sent it then token can be released. Ring 

topology is very organized special where collision can’t be created between node data 

where only one user can send data at time if it has token. This network can be used to 

transmit large packets of data [16]. 

Network Faults 

There are various faults that occur in networks either due to their connections or 

the devices used in the connection. Some of the faults are explained below:  
 

a Physical Fault: Physical fault is hardware failure and the form for this kind of 

failure is diverse. It is also one of the more common faults for network equipment 

and relatively easy to solve. The most common form of network is unstable 

connection, sometimes even complete disconnected. 
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b Port Fault: Port fault mainly has two cases: unstable port and port failure. 

Screening methods: port usage conditions will be reflected to the other devices 

signal light. As a result, fault area and the reason can be determined by observing 

the status of these signal lights. In addition, other ports can be used for testing. If 

communication is normal, which means there is a problem for it; if the 

communication is failed, port fault is ruled out. 
 

c Switches or Routers Breakdown: Switch or router fault refers to equipment 

damage, resulting in abnormal work and network fault. Screening methods: 

determine whether the switch or router equipment in good condition, and there are 

two simple ways: first, the method of observation. Observe indicator light, in 

normal condition, switches and routers light should be green; otherwise, the 

equipment can be judged as damaged. Second is replacement method. The 

Internet and computer in normal use can be used to connect devices, if the 

communication restore to normal, it means the equipment is normal; if the 

communication is still failed, the port of switch or router should be screened. 
 

d Network Card Fault: Network card fault belongs to host hardware failure. As 

network terminal, network card failure is also an important cause of network 

failure. As the network card is usually installed within the host, its fault has 

certain concealment. In addition, the network adapter failure also has diverse 

forms, such as loose network card, network card hardware failure, and host card 

slot fault and so on, which can lead to abnormal work of network card. 
 

e Logic Fault: Logical failure is software failure which is corresponding to the 

physical fault. When computer has logic problems, the network speed is quick and 

slow sometimes, bringing adverse effects to web browsing. Physical fault 

identification and screening is “visible and tangible”, and therefore is relatively 

simple. Logical fault cause is relatively complex, so the difficulty for screening is 

higher. These kinds of failures often need to rely on specialized technical 

personnel to help solve. It mainly includes the host logical fault, wrong host 

network address parameter setting, improper host network protocols or services 

installation, improper network card driver installation, some important process or 

port closed, and so on. 

 

Techniques for Diagnosis of Networks 

The need for an enhanced mechanism that can match the increasing rise in 

networked systems cannot be over stressed.  The mechanisms are needed to intelligently 

detect problems in network configurations diagnose the cause of such failures. To attain 

true self-healing networks, there is a need for mechanisms that can repair these failures 

and guarantee service availability by providing optional of communication after the 

detection. Some of the mechanisms that have been proposed by researcher over the years 

are explored below: 
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- Yuanyuan [17] proposed a monitoring scheme for mobile networks based on the 

use of rules and decision tree data mining classifiers to upgrade fault detection and 

handling. The aim of their work was to develop optimization rules that will enhance the 

detection of anomaly. Additionally, they implemented a monitoring scheme that based on 

Bayesian classifiers which will isolate faults and localize them. They used data learning 

techniques to train the system to learn network fault rules. They concluded that this 

technique showed a high performance accuracy during network troubleshooting when 

tested. However, they were not able to examine the business decisions that underlie 

network optimization efforts on the part of network providers. 

- Samira et al [18] proposed fault detection in cellular networks using Support 

system’s data. Relevant quality indicators in live mobile communications were 

considered. They presented an automated combined detection and diagnosis framework 

to spot the root causes of faults that are noticed in the network. Unsupervised clustering 

was the proposed solution of both traffic and signaling (continuous) key performance 

indicators for diagnosis. This makes it immune to the human error in the modeling phase. 

The system also allowed effective encapsulation of expert knowledge as they relate 

clusters to original causes in the design phase. Detailed analysis of fault detection, the 

clustering schemes and the diagnosis are provided using operations support systems data 

of a real cellular network. 

- Singh et al [19] proposed DYSWIS for automated diagnosis of network issues. 

They introduced DYSWIS (“Do you see what I see”) which relies on observing the 

system from multiple points in the network. Our system consists of detection nodes and 

diagnosis nodes. Detection nodes detect failures by passive traffic monitoring and active 

probing. Diagnosis nodes determine the cause of failures using historical information 

about similar failures and by performing active tests. They were based on a rule engine 

and represent network dependency relationship encoded as rules. They presented our 

prototype system which considers network components present in a VoIP network and 

show the feasibility of our solution. However, they lacked instrumentation of applications 

to detect and report failures in order to trigger diagnosis. 

- Chhaya et al [20] proposed Wireless Sensor Network in Smart Grid. WSN is a 

cost effective solution for monitoring, control, measurement and fault diagnosis in 

various domains of smart grid network. A sensor node mainly contains sensors, memory, 

processor, power supply, transceiver and actuator. Sensors are used to sense various 

quantities like humidity, temperature, current, etc. Generally, WSN nodes are battery 

powered. Small sensor nodes collectively form a sensor network which is used for remote 

wireless communication in HAN, NAN and WAN. Large scale deployment of sensor 

nodes can be used to communicate the conditions of various generation, transmission and 

distribution units. Wireless sensor nodes can provide economical solution for smart 

microgrid monitoring which facilitates high penetration of renewable energy sources. 

- Akinrinlola [21] proposed fault detection and diagnosis using trace driven 

simulation. They stated the necessary and sufficient conditions for being able to detect 

which node is faulty, and propose a diagnosis algorithm, a system that employs online  
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trace-driven simulation on the basis of diagnosability definitions and theoretical studies 

developed for timed and hybrid automata in the computer science community. They 

assumed that their interface with the network was a gateway node that accepts ping 

commands (control input), and replies with pong responses after a time delay that we can 

measure (observed output). They focused on a part of the general network management 

problem, namely fault detection, isolation, and diagnosis. It proposes a system that 

employs online trace-driven simulation as a diagnostic tool for detecting faults and 

performing root cause analysis. 

 

Wireless Fidelity (WiFi) 

Wi-Fi  stands  for  “Wireless  Fidelity”  and was  used  to  describe  Wireless  

LAN (WLAN)  products  that  are  based  on  the IEEE  802.11  standards.  Wi-Fi uses  

both single  carrier  direct-sequence  spread spectrum radio technology and multi-carrier 

OFDM  (Orthogonal  Frequency  Division Multiplexing)  radio  technology.  These 

regulations  then  enabled  the  development of  Wi-Fi  and  its  onetime  competitor 

HomeRF,  and  Bluetooth.  Wi-Fi’s  first wireless  products  were  brought  on  the 

market  under  the  name  WaveLAN  with speeds  of  1  Mbit/s  to  2  Mbit/s  and 

standards  designed  as  IEEE  802.11b,  and 802.11a [12]. Wi-Fi is owned by the Wi-Fi 

Alliance which is a consortium of separate and  independent  companies  agreeing  to  a 

set  common  interoperable  products  based on  the  family  of  IEEE  802.11  standards.  

Wireless Fidelity (Wi-Fi) is a genuine motorization structure that uses 

radiofrequency to impart data through the air. With a hidden speed of 1 Mbps to 2 Mbps, 

it sends data with a repeat band of 2.4 GHz appropriately developing the possibility of 

repeat division multiplexing advancement and ranges from 40-300 feet. The devices are 

on a very basic level controlled through a microcontroller. The data is sent from the PC 

over Wi-Fi and will be gotten by a Wi-Fi module related with the microcontroller which 

scrutinizes the data and picks the trading technique for the electrical contraptions related 

with it through Relay Boards. A part of the advantages of WiFi development are:  

a In neighboring or removed spots, distant center points can be mounted all 

finished. These assistants in enlarging the covered locale.  

b System is flexible and the enlargement is basic as it needn't waste time with any 

real assistance.  

c Placement of far off center points is uncommonly basic as it will in general be 

presented at any territory, for instance, glass structures or recorded structures.  

d Any number of phones can be affixed to the structure wherever around the world.  

 

Related Work 

- Samhat et al [23] proposed automated trouble shooting in WLAN networks. They 

zeroed in on robotized analysis of shortcomings in WLAN organizations and proposed a 

structure dependent on Bayesian Networks to relate flaws to indications. Up-and-comer 

rundown of deficiencies and manifestations for the determination were proposed and the 

way to build the analysis model was portrayed. To show the proposed approach, a few  
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outcomes were inspected dependent on measurements from WLAN network test system. 

Be that as it may, they couldn't utilize insights from genuine WLAN network in the 

learning stage. 
- Bakare and Minah-Eeba [3] proposed A Comprehensive Review of Wireless Fidelity 

(Wi-Fi) Technology in Nigeria. They talked about the latest thing and future exploration 

headings that could prompt major changes in remote access arrangement, that is, regions of 

future reevaluations incorporates: Li-Fi, WiMAX, Super Wi-Fi, Wi-Fi confirmed and so on 

nonetheless, they couldn't proffer answer for any of the difficulties recognized. 

- Cheng et al [24] presented a set of modeling techniques for automatically 

characterizing the source of such problems. Specifically, the zeroed in on information move 

postpones one of a kind to 802.11 organizations, media access elements and portability the 

board inactivity. Through a mix of estimation, induction and displaying we remake 

wellsprings of deferral from the actual layer to the vehicle layer just as the connections 

among them. They exhibited their methodology utilizing thorough hints of remote movement 

in the UCSD Computer Science building. 

- Rajashree et al [25] presented a design and prototype implementation of new home 

automation system that uses Wi-Fi technology as a network infrastructure connecting its 

parts. With the assistance of a web worker and a LAN association the framework gives a 

versatile and a wide reach coverable gadget. The framework is profoundly cutting-edge as it 

utilizes a less expensive Wi-Fi association and a worker that can store information. Clients 

and framework overseer can locally (LAN) or distantly (web) oversees and control 

framework code. Hence, an exceptionally mechanized framework is accessible to the client. 

The framework is made sure about as the client needs to enter secret word and that isn't 

known to any gatecrashers. 

- Vian [26] proposed an automated approach to diagnose the performance stalls in 

networked systems. Stream diagnoser needs as meager as two pieces of data for every 

module to make a determination: one to demonstrate whether the module is effectively 

preparing information and one to show whether the module is looking out for its wards. To 

help their examination, Flow Diagnoser was actualized in two particular conditions: an 

individual host's organizing stack, and an appropriated streams handling framework. 

- Patro et al [27] presented a measurement study of wireless experience in a diverse set 

of home environments by deploying an infrastructure, called WiSe. The foundation 

comprises of OpenWrt-based Access Points (APs) that have been offered away to occupants 

for nothing to be introduced as their essential remote access instrument. These APs were 

arranged with our particular estimation and observing programming that speaks with their 

estimation regulator through an open API. They gathered remote execution follows from 30 

homes for a period more than a half year. To examine the qualities of these home remote 

conditions, they built up a basic metric that gauges the imaginable TCP throughput various 

customers can anticipate dependent on current channel and ecological conditions. With this 

framework, they gave various quantitative perceptions, some of which are narratively 

perceived in our locale. For instance, while a lion's share of connections performed well more 

often than not, we noticed instances of helpless customer experience about 2.1% of the 

complete time. 
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- Nwabueze and Akaneme [28] explores the Wi-Fi broadband wireless network 

technology, its uses, advantages and disadvantages, comparison with other broadband 

wireless networks and integration with WiMAX network. However, they could not 

implement an actual model that can be used to diagnose network faults.  

- Tong et al [29] presents a survey on troubleshooting with a special concentration 

on network issues. The fundamental commitment of this study is a definite examination 

of best in class identified with network issues investigating which assesses their 

advantages and disadvantages. Also, these exploration works are characterized into 

certain classifications to give the helpful rule to investigating research. 

- Mathis et al [30] they described a tool to diagnose network performance problems 

commonly affecting TCP-based applications. The apparatus, pathdiag, runs under a web 

worker structure to furnish non-master network clients with a single tick symptomatic 

testing, tuning backing and fix guidelines. It analyzes numerous reasons for helpless 

organization execution utilizing Web100 measurements and TCP execution models to 

conquer the absence of in any case recognizable side effects. Be that as it may, they 

couldn't analyze remote organization deficiencies. 

- Barros et al [31] proposed a model diagnosis for network communication faults. It 

was analytic framework for correspondence flaws and a demonstrative framework for 

design blunder. The demonstrative of setup mistake can identify and alarm the 

organization supervisory group for design blunders (irregularities between directing 

tables, for instance) that can cause other correspondence issues or execution bottlenecks. 

The analytic of correspondence issue could decide an organization component (of a 

negligible arrangement of them) that are causing correspondence mistake, in light of 

either the loss-of-signal alerts or on an explicitly developed inquiry module that tests the 

openness of organization components intermittently. The two subsystems were tried on 

misleadingly developed organizations. 
 

Proposed Technique 

After a broad examination, we propose a robotized determination for networks 

utilizing WiFi to address the previously mentioned issues. The proposed framework is 

insightful induction technique for diagnosing network issues utilizing TCP bundle 

follows which we call the Automated Network analysis framework. The framework 

analyzes shortcomings in WiFi network associations. The framework depends just on 

assortment of parcel follows after announcing of an issue, and spotlights on recognizing 

issues and mis-designs. The framework begins by gathering a TCP parcel hint of a known 

stream of information between the customer gadget and the Internet Service Provider 

(ISP) switch. This is started by the client through an extraordinarily made page that 

enacts the follow assortment application. This follow is then examined by the smart 

framework, which contains two AI prepared classifiers. Accepting that the entrance 

worker is advanced for the association, execution issues experienced by the end client can 

be credited to either the entrance connection or customer gadget. 
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Since the framework is intended to analyze customer gadget issues, a test is first 

performed to recognize whether the exhibition issue is because of flawed admittance 

joins. The TCP parcel follow is passed to the primary phase of the framework, the Link 

Problem Detection (LPD) classifier that reports whether an entrance connects is working 

true to form. On the off chance that the LPD classifier verifies that the entrance interface 

is broken, at that point the connection issues ought to be settled prior to endeavoring to 

analyze any customer shortcomings. We have left the programmed finding of the 

entrance connect issues for future work. On the off chance that the connection is 

recognized to be sound, the bundle follow is passed to the Client Fault Diagnostic (CFD) 

classifier to distinguish the specific main drivers of any issues in the customer gadget.  
 

Algorithm of the Proposed System 

The algorithm of the proposed system can be illustrated below: 

STEP 1: Collect a Packet Trace 

STEP 2: Set Link Type 

STEP 3: Run LPD Classifier 

STEP 4: Link Problem Detected? 

THEN  

             Solve Link Problem 

STEP 5: Collect a New Packet Trace 

          ELSE 

            Run CFD Classifier over the Trace 

STEP 6: Client Problem Identification Report 
 

Comparison of Different Diagnosis Techniques 

Table 1. Model Comparison 
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Fig. 3: Model comparison Chart 
 

Conclusion 

In this work, we have proposed and evaluated an intelligent model, an automated 

diagnostic system that uses an intelligent inference based approach of TCP packet traces 

to identify artifacts created by various faults. The model detects the faults in WiFi 

networks using packet tracing. The WiFi networks are high speed networks that allow 

connection to the internet. The Model detects faults by tracing packets that are sent over 

the network. This model is more efficient than the other models used for network 

diagnosis and will yield better throughput when applied to wireless networks.  
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